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ABSTRACT

This article examines the international and domestic pressures that
shape the governance of personal data in the Global South. As developing countries become new terrain for the expansion of US Big Tech
and develop their own digital economies, international policy discourses urge the adoption of data governance as self-evidently ‘good
policy’ moving into existing regulatory vacuums. However, like any
valuable resource, the competition to govern personal data is subject
to existing power relations, political interests, institutional pathways
and ideologies. With evidence from Indonesia, this article shows how
the governance of personal data in the digital economy is influenced
by international and national commercial interests, and instrumentalised by domestic state and political elite. In doing so, it adapts the North
American ‘information-security complex’ for developing countries with
their post-colonial economies, self-interested oligarchic elites and
hybrid state-commercial data firms. The significance of this approach
lies in its realistic understanding of the challenges and opportunities
for supporting data governance reform around the world.
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Introduction
As the young, tech-savvy populations of the Global South come online, the Big Tech titans
of the US are expanding into these regions in the search for new markets in data and digital
services. Although emerging economies like India, Indonesia, Brazil and Nigeria generate
less advertising revenue than the US and Europe, Big Tech companies like Google and
Facebook subsidise their operations there, providing ‘free’ internet access to tempt new users
into their services and lock down future data streams (Pisa and Polcari 2019).
While some developing countries have their own successful domestic tech companies,
their overall integration into the global information economy is following a depressingly
familiar pattern. With internet penetration in the Global North nearing full saturation, the
‘next billion’ new users in developing countries are set to be the providers of ‘raw’ data.1 After
the data is ‘refined’ overseas by developers, high value-added products in digital services
and intelligence are then sold back to the data providers for consumption (UNCTAD 2019).
The inherently monopolistic tendencies of data-driven businesses make it difficult for new
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entrants to compete (Cheng 2020) – without some form of rebalancing government
regulation.
Such government regulation has arrived in several different forms. The most obvious way
for countries to claw back a larger share of the profits from global Big Tech is to reform tax
systems. Some 130 countries are currently involved in discussions at the Organisation for
Economic Co-operation and Development (OECD) to agree on a ‘digital services tax’ that
would ensure tech companies do not avoid national tax liabilities on their commercial activities in one country by locating their physical operations in another. Other governments
regulate against US Big Tech to support domestic competitors, like China’s Baidu search
engine, or Russia’s Yandex. A completely different route is also being explored by India and
China as they develop digital infrastructure to profit from the identity data produced by
their citizens in their interactions with the state (Hicks 2020).
Another way for governments to assert some economic rights over the data produced
by their citizens is through a policy known as ‘data localisation’. A potentially more fundamental realignment of the international data-driven business model, this is where national
governments regulate for domestically produced data to be kept in data centres located on
home soil rather than overseas. The vast majority of Big Tech’s data is housed in centres based
in the US and Northern Europe no matter where that data originates from. Also known as
‘data nationalism’ or ‘data sovereignty’, this has become a hot-button issue internationally,
with India in particular touting it as a potentially supportive move for the development of
a domestic data-driven economy (Hicks 2019). As with the global digital services tax, the US
government has been very active in defence of its domestic tech firms, which strongly
oppose data localisation.
Like the emergence of any new and valuable resource, the competition to control the
production and distribution of data is subject to existing power relations and structures. But
data is different from any other type of resource, because of its ‘double duty’ as both an
economic and a security asset. Lipschutz (2016, 172) elegantly describes personal data as
the ‘shared possession of both security and economy’, and Schia (2018, 822) writes of a ‘triple
knot’ of digitalisation, security and economic growth.
The stakes for control of data are extremely high. In economic terms, North American and
Chinese Big Tech firms dominate lists of the world’s largest companies by market capitalisation. In security terms, the Snowden leaks about the US National Security Agency (NSA)’s
mass US state surveillance is surely one of the biggest political stories of modern times.
Despite their protestations about being the subjects of US spying, the Snowden revelations
also helped reveal the similar tactics of bulk data collection used by European states, although
on a smaller scale (St. Vincent and Jeppesen 2014). However, at the EU level (in contradistinction to European nation states), the Snowden revelations drove a different definition of
data security – one that focussed on the individual rather than the state. This helped push
what is now seen as the most progressive data privacy protection in the world – the General
Data Protection Regulation (GDPR).
In these ways, data governance has moved beyond the confines of specialist business or
computer interest and into the realm of international relations, political economy and international development. Seeking to understand the broad contours of this emerging field,
the idea of three distinct international ‘data realms’ has become influential among policy
organisations. Aaronson and Leblond (2018, 3) originated the idea, summarising it thus:

Third World Quarterly

3

In the US realm, policymakers have put few limits on cross-border data flows. They use trade
agreements to develop economies of scale and scope in data and to ban practices such as data
and server localization requirements, which could distort trade as well as undermine US comparative advantage in data-driven sectors. In contrast, the EU has made personal data protection the top priority for its realm, in the belief that it will build trust and help netizens feel more
comfortable as firms use their personal data. Finally, policymakers in the Chinese realm restrict
the free flow of data and information not only across borders but also within China. In so doing,
Chinese officials maintain social stability and the power of the Communist Party, while simultaneously nurturing knowledge-based sectors such as artificial intelligence.

In this framing of ‘data realms’, all other countries are said to face pressure to choose one
realm over the others through a mixture of incentives (like trade agreements) and coercion
(like threats of limiting market access). Borrowing language from international trade theory,
the ‘rule makers’ are the US, China and the EU, and everyone else is a ‘rule taker’. There is even
the suggestion that a Chinese-type ‘authoritarian model’ of internet policy may prove so
appealing to developing countries that they adopt it themselves (Pisa and Polcari 2019, 2).
Similarly, as donors begin to develop programmes to support the growth of the digital
economy in the Global South, they often give the impression that they are moving into a
domestic regulatory void. The Pathways for Prosperity Commission, for example, states ‘few
developing countries have a clear approach to the foundational question of digital governance and even fewer, if any, have a clear approach to regulating digital design and user
protection’ (Pathways for Prosperity Commission 2018, 9). Where regulation is found wanting,
it is seen as a ‘lag in regulatory best practice’ due to the fast-moving pace of the digital
economy, or a lack of technical knowledge (Pathways for Prosperity Commission 2019, 8).
Like the data realms framing, most countries that are not the US, Europe, China, or sometimes
Russia, are seen as something of a blank slate – or at best chaotic – when it comes to data
regulation.
As we will shortly see, developing countries in particular are indeed under a great deal
of pressure from the richer countries to scrap data localisation policies and maintain the
status quo in allowing cross-border data flows. Similarly, there is some truth to the idea that
developing countries, and indeed all countries, are only hesitantly finding their way towards
the optimum ways to regulate a fast-moving global digital economy. Yet it must also be
recognised that data governance, just like any other policy, derives from existing contexts
of interests, institutions and ideologies. What may at first appear to be an absent or chaotic
regulatory environment is actually a carefully constructed system of power.
The wider academic literature pays more attention to integrating power into their
analyses of data governance in the Global South. There are insightful reflections about
what it means to speak of datafication in the Global South (Milan and Treré 2019; Segura
and Waisbord 2019), powerful critiques of the US ‘tech hegemony’ (Kwet 2019), and the
practices of the Big Tech companies in the Global South (Oyedemi 2021; Nothias 2020).
Other articles look at the use of data by international development organisations operating in the Global South, detailing the ways that development interventions entwine
with informational capitalism (Taylor and Broeders 2015; Mann 2018) and reshape colonial
relationships of dependency (Madianou 2019). The international dimension is crucial to
understanding the Global South’s incorporation into new regimes of global data governance, and is also referred to throughout this article. What I hope to contribute here is
an additional insistence on the domestic as well as the international political economy of
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data governance – an under-reported perspective with a few notable exceptions (eg
Arora 2019).

Methodology
To fully understand the decisions that developing countries are making about data governance, this article brings together policy areas that are normally dealt with separately: online
censorship, digital economic development, data governance and cybersecurity. Elements
of all these policies taken together reinforce each other into a single ‘information policy’
which is designed to secure the interests of particular sections of society. It is only by combining these elements that we can understand the more defined issue of data governance policy.
Insisting on foregrounding the confluence of political, economic and security interests
around digital technologies is already well established in the academic literature, but tends
to focus on the particularities of the US. We have concepts like ‘surveillant assemblage’
(Haggerty and Ericson 2000) to describe the groups of technologies and practices that serve
governance, security and business interests. Foster and McChesney (2014) charted the development of a military–commercial–finance complex in the US, calling it ‘surveillance capitalism’, while Powers and Jablonski (2017) describe an ‘information–industrial complex’ that
drives US foreign policy about the internet. McChesney details a ‘military–digital complex’
(2014), and Edwards (2014) writes of an ‘American Corporate Security State’.
The analytical framework in this article follows this basic instinct to combine multiple
elements of digital developments into one ‘complex’, while adapting it for conditions in the
Global South. Just as this framework was developed for the US context, this article applies
it to one country in the Global South – Indonesia. A case study approach allows the kind of
‘thick description’ (Geertz 1973) level of detail and understanding that is needed to make
the type of connections required by the framework. Given the need for detailed contextual
knowledge, Indonesia was chosen as the case study because it is a country that the author
knows well. It is one of the subset of countries in the Global South that can be described as
a middle-income emerging economy with a relatively large population of 275 million.
Population size matters for countries building national digital economies as it supports the
‘network effects’ associated with digital services, enabling them to become more valuable
as the number of users rises. Like many other countries in the Global South, a sizeable portion
of the Indonesian population is not yet connected to the internet, but adoption is fast and
Indonesia’s 175 million internet users are among the world’s most avid users of social media.
The country’s internet economy has quadrupled since 2015, with an average growth rate of
49% per year, expected to be worth US$130 billion by 2025 (Google, Temasek, and Bain 2019).
Is the Indonesian case generalisable to the Global South given the wide variety of countries
in that category? Following Yin (2009), a distinction can be made between statistical and analytical generalisations. A statistical generalisation would consider Indonesia somehow representative enough of other countries in the Global South to draw direct inferences. In contrast,
the goal of an analytical generalisation is to expand and generalise theories. It involves making
projections about the likely transferability of findings based on the factors that produce them.
In this article, the overall findings from the Indonesian case show that data governance
is instrumentalised by a relatively unconstrained political elite to serve their own
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particularistic interests. The potential for generalisability comes from the factors that support
this dynamic and are common to many countries of the Global South: (1) their geopolitical
position in the global information economy as an extension of an international trade system
which favours developed countries; (2) the absence of home-grown Big Tech data multinationals like Google and Facebook that exist in the US, and have been implicated in US intelligence gathering; (3) a weakly institutionalised democratic system largely based around
the particularistic interests of an oligarchic elite; and (4) state practices of information control
that evolved from the nation-building effort to counter the threat of post-colonial social
fragmentation.
While, for example, the EU may also face the absence of a home-grown Big Tech sector,
the absence of the other factors excludes it from this categorisation. Every state regulates
data flows in one way or another, supports its domestic tech sector and practises some
form of online surveillance. Within these broad sets of activities, the precise decisions are
unique to every state, and are the result of elite preferences, alongside institutional and
ideological factors. The point of this article is not to conflate state decisions about data
governance across the Global South. Rather, the article aims to highlight the utility of an
analytical framework that combines different elements of digital developments into an
overarching information policy to explain data governance decisions.
***
In sum, this introduction suggests that control over the production and distribution of
personal data (as a subset of data) is a key site of struggle in the global information economy, and a major concern for the future development of countries in the Global South. In
contrast to the policy discourses from international think tanks and donors, it proposes
that national data governance decisions do not happen in a vacuum, but are subject to a
host of domestic and international interests, institutional pathways and ideologies. It further
argues that personal data is a unique type of resource – a ‘shared possession’ of the economic and security sectors, as well as the individual’s human right to privacy. As such, its
governance is best analysed as part of a wider information policy that combines these
elements.
The next section charts some of the international pressures on data governance for countries of the Global South, focussing particularly on the issue of cross-border data flows. The
article then moves to the domestic level, looking in depth at the Indonesian case. Following
the dynamics of the country’s cyberlaw, personal data protection bill and cybersecurity
agency, it shows how data governance principles and practices evolve as they filter through
state institutions, absorbing state, political and commercial interests. The conclusion draws
out some general principles from the Indonesian case to sketch a data realm for the
Global South.

International struggles over data flows
If the Global South is partially defined by its geopolitical position, then the divisions that
help delimit a data realm for the Global South show up most clearly in the negotiations over
international data flows. These international data flows can cover everything from movie
streaming services like Netflix to online marketplaces like Amazon, to the exchange of
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propriety data between multinational businesses like Unilever and their international subsidiaries. Since digital transactions enable so much international trade and business, the
regulation of data goes to the very heart of globalisation and the ability of developing
countries to gain from it.
With industrial manufacturing, poorer countries make a basic calculation in international
deals of granting market access to multinational firms in exchange for them building factories
that generate jobs. But in the digital economy, multinational companies with data-driven
business models are able to gain market access without providing much in return – few
taxes, no technology transfer and few jobs (Singh 2017).
One way for developing countries to negotiate is to regulate the data produced in-country
by classifying some data types as ‘sensitive’ or ‘critical’ and insisting that they be stored in
data centres built within their own jurisdictions. This is called ‘data localisation’, ‘data sovereignty’ or ‘data protectionism’, depending on how it is viewed. For some developing countries,
it is part of a digital industrialisation strategy to nurture their own data-driven sectors. This
requires ambition, some existing electricity and internet infrastructure capacities, human
resources and a large population size, since data-driven sectors require a lot of data to
become profitable. For other developing countries, threats of data localisation are used more
as bargaining tools to obtain benefits in other areas.
Different countries’ positions on data governance at the international level are hashed
out through trade deals. Over the past 25 years, efforts have been made at the World Trade
Organization (WTO) for common rules to be agreed as digital technologies have become
more central to economic processes, but to no avail. Amongst the issues that remain in
negotiation are data localisation, privacy guards, digital taxes and the transfer of source code –
the ‘building blocks’ of digital systems.
While it has become increasingly difficult to forge agreement about anything at the WTO
in recent years, the body is particularly ill suited to manage the transition to a global digital
economy. As digital technologies generate new forms of ‘product’ – data-based outputs and
services – negotiations at the WTO try to map them onto existing systems of classification
and definition. For example, classifying e-commerce as either a ‘service’ or a ‘product’ has
consequences for the degree of market access permitted by foreign companies under existing WTO rules (Padmashree 2018). Hence, negotiations are immediately stalled, with battle
lines drawn between the richer countries that produce these services and the poorer countries that consume them. With the WTO’s failure to fulfil the promises it made to developing
countries in the Doha round, the digital transition could provide an opportunity to rethink
the terms of the multilateral approach to global economic integration, but this is unlikely
to happen within the institution’s existing processes.
In the absence of collective agreement at the WTO, data issues are handled as part of
broader bilateral or plurilateral trade agreements. Burri and Polanco (2020) found that out
of 346 preferential trade agreements between 2000 and 2019, 184 had provisions related
to digital trade. The EU and the US write prohibitions against data localisation into all their
international trade deals, and the US has threatened to withdraw the Generalized System
of Preferences (GSP) from various developing countries a number of times because of the
issue. Regulating international data flows through trade deals in this way effectively sets the
norms for international data governance, ‘locking in the rules of tomorrow’s economy’, as
one campaign group puts it (Global Justice Now 2018).
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Ideologies of free flow versus data sovereignty
The international division between developing and developed countries on data flows is
bolstered on both sides by ideology, but is particularly prevalent in opposition to data localisation. The media, research centres and policymakers describe any limits on data flows as
the internet fragmenting, fracturing, splintering and breaking apart. Frequently, the emotional resonance is raised by referring to the ‘balkanisation’ of the internet, implying a reversion to a kind of prior tribalism (Sergio 2014).
To be clear, data localisation does not cut connectivity to the rest of the internet in any
way. What holds the internet together is its technical protocols – the formatting, naming,
addressing and routing standards (Mueller 2017, 24) – not the location of data centres. The
potential costs and benefits of data localisation are less clear, but equally partisan. Research
based on speculative and opaque economic modelling is employed to argue the economic
costs that data localisation would bring to developing countries (Bauer et al. 2014), even
while European countries lobby US Big Tech to build data centres in their country (Denmark
Ministry of Foreign Affairs 2021), and Google and Facebook produce slick reports about the
economic gains that data centres bring to local communities (Oliver et al. 2018; Public First
2020). The idea of completely free flows of data is seductive, but ultimately obfuscates the
interests behind it in the same way that the ‘internet freedom agenda’ did previously (Powers
and Jablonski 2017).
Meanwhile, developing countries employ rhetorical claims to ‘data sovereignty’ to support
their data localisation policies as the latest iteration of nation-state insecurity in the face of
global interconnection after the earlier concept of ‘cyber sovereignty’. India in particular
emphasises its economic implications, while others emphasise its security aspects, citing
the Snowden revelations. The dark underbelly of data sovereignty is the surveillance implications for citizens, particularly in countries where intelligence agencies function with little
oversight.
It is precisely when these security and privacy aspects of data are included that some are
driven to question the wisdom of regulating its flow in trade agreements between countries
with starkly different levels of economic power. The multifaceted nature of data, particularly
personal data, also splits normal coalitions of interest in new ways. Civil society organisations
focussed on global economic justice generally support data localisation, but local human
rights groups tend to be suspicious of its potential to increase domestic government surveillance and think that data regulation should have individuals rather than nations at its
centre (Ruiz 2019). Small- and medium-sized businesses in developing countries benefit
from access to cheap and efficient international services in data storage, while larger tech
businesses with pretensions to operate domestic data centres or otherwise compete against
digital multinationals do not.
Beyond all the rhetoric, the reality is that neither ‘free flows’ nor ‘data sovereignty’ is absolute. All countries have some data localisation requirements for sensitive data such as financial, health or government data. Some regulations only ask for copies of certain types of data
to be kept in country; others raise the costs of other kinds of data flows by laying down
higher security standards or technical protocols (Panday and Malcom 2018). This in effect
means that what may appear to be insignificant technical decisions about data classification
at the domestic level can reverberate more widely onto the international stage.
***
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This section has examined some of the economic interests around data governance at
the international level. It argued that the WTO’s institutional legacies, and the power imbalances of trade treaties, make these forums unsuitable for international negotiations about
such a potentially sensitive and far-reaching issue. Highlighting the simplistic ideological
rhetoric of ‘free data flows’ and ‘data sovereignty’, it draws attention to the more mundane
reality of data classification in understanding international struggles over this new resource.

Indonesia’s political economy of data governance
Turning now to the context of one country in the Global South, we see how paying attention
to the institutional, political and economic interests across a broad range of digital issues
can help explain data governance decisions and practices. In contrast to the idea that a
country like Indonesia is a ‘rule taker’, forced to choose one of the data regimes from the US,
China or the EU, it shows a decisive pattern of domestic elite capture that is informed but
not dictated by these international dynamics.
The next section begins by considering the main state institution where data regulation
is made in terms of its primary purpose, historical evolution and internal culture. The following sections then chart the trajectories of two data governance bills – the Electronic
Information and Transactions Law (ITE) and the Personal Data Protection Bill (PDP). They
show how these bills pick up state, political elite and commercial interests as they move
through ministries and the legislature and are implemented by the judiciary. The final section
on Indonesia briefly describes the birth of the country’s cybersecurity agency to further
illustrate the politicisation of control over data security.

Institutional geneologies of data governance
As information has incrementally become an economic resource, its regulation has often
fallen within the remit of communications and information bodies. In the Global South, this
can mean that data governance is influenced by the institutional cultures of ministries of
communication and information that were initially established to control information in a
post-colonial project of nation-building.
In Indonesia, the vast majority of regulation concerning the digital economy, and data in
particular, comes from and is implemented through the Ministry of Communication and
Information Technology. The ministry only added the ‘Technology’ part of its remit in 2004.
From 1945 it was the Departemen Penerangan (translated as ‘explanation’ or ‘enlightenment’),
and later, as the ‘Ministry of Communications and Information’, it was a key political institution
in the maintenance of President Soeharto’s 32-year authoritarian rule. Dissolved in 1999 in the
first flush of post-Soeharto democratisation, it was brought back in 2001, reportedly with many
of the same senior civil servants as during the Soeharto years (Koban and Berlian 2010, 16).
This means that the laws and regulations responsible for governing Indonesia’s digital
economy are formulated within a ministry whose responsibilities are extremely broad and
dominated by online content moderation and issuing press licences. The ministerial appointment is highly politicised, allocated to an appointee of a political party in exchange for
supporting the president (a process known as ‘jatah menteri’). At the time of writing, the
latest Minister of Communications is from a political party whose leader is one of the most
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powerful media owners in the country, part of what Tapsell (2017) calls the media oligarchy.
There are of course many bright, talented and dedicated employees working in the ministry’s
various departments, but the political, rather than technocratic, nature of its senior appointees inevitably affects decisions over the internal allocation of resources and policy priorities.
The main data governance issues are regulated by laws and regulations formulated from
within the Ministry – it is very unusual for any bill to be proposed by parliament. The bills
are drafted and re-drafted as they move around the ministry and other government departments before they go to the legislature to be debated in committees. In the case of the two
main laws that so far deal with data governance – the all-encompassing Electronic Information
and Transactions Law (UU 11/2008 Informasi dan Transaksi Elektronik – ITE) and the Personal
Data Protection Bill (RUU Perlindungan Data Pribadi – PDP), the full process took more than
seven years for the former, and five years and still counting for the latter.

The subversion of consumer data protection to political elite protection
The ITE law shows clearly how a bill that was originally intended to provide some data privacy
principles and consumer and producer protection in the country’s e-commerce market was
subverted along the way in the interests of the country’s political elite. Basuki et al. (2018)
provide an excellent analysis of the evolution of the bill. The first two drafts from the
Department of Transport and then Trade and Industry went nowhere. Once the Ministry of
Communications produced their own drafts, it steadily began expanding to include articles
on hate speech, political hacking and pornography. Having meandered around the Ministry
of Communications for a number of years picking up these topics, there was a sudden flurry
of action in 2008 when the bill was sent to parliament and passed into law. The reason for
the acceleration in the bill’s progress was not a sudden realisation about the importance of
online data protection, but the upcoming 2009 national elections. While the previous drafts
were not a priority for either the Ministry of Communications or legislators, the current law
became relevant once legislators added clauses on libel, defamation and disinformation to
protect themselves for the upcoming election campaign.
Although the law still contains articles on some e-commerce and data protection, it has
in practice been used as an instrument of elite control and self-protection. Written vaguely
on purpose (known as ‘pasal karet’ or ‘rubber clauses’), its implementation has effectively
been used to silence criticism of political and economic elites by citizens, the press and
activists (Mawaza and Khalil 2020). Data shows that of the 245 times the law was used from
2008 to 2018, the defamation clauses were used in 60% of them, and the majority of those
bringing the cases were state employees (Gerintya 2018). Many of the cases are responses
to allegations of corruption and fraud (Human Rights Watch 2010), filed by people who have
the confidence to engage with the country’s legal and judicial system – something that most
ordinary citizens avoid at all costs.

The personal data protection bill – An Indonesian GDPR?
Of all the elements of Indonesia’s data governance, the personal data protection bill has the
most potential to represent interests beyond the state or political elite. Some of its language
and principles are borrowed from the EU’s all-encompassing data privacy law, the GDPR,
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which has influenced many data privacy laws around the world. Does this mean that
Indonesia is a rule taker of the EU data realm? Bennett et al. (2018) rightly questions whether
the adoption of GDPR elements around the world represents an international diffusion of
meaningful privacy protection, or just the diffusion of privacy law. Highlighting the key role
of implementation in highly divergent contexts, he echoes the view of other scholars that
data protection legislation tends to manage rather than control the appetite of modern
organisations for personal data. This article goes one step further to show the interests
jockeying to manage Indonesia’s personal data through its GDPR-inspired legislative process.
At the time of writing, the bill has not yet passed into legislation, so what follows is an analysis
of the bill’s issues as they have been debated. However, its true impact will only become
clear after it is passed and has gone through a period of implementation.
The bill has been in various draft forms for more than five years, moving around various
sections of the Ministry of Communications, helped along by EU-led trainings (interview,
2019) and funded trips to the EU (Wibisana 2018). It is not a carbon copy of the GDPR, as
government officials and civil society campaigners all stress the importance of attuning the
GDPR’s principles for the Indonesian context (interviews, 2019). During those five years, its
contents were mostly discussed amongst other state departments, encountering resistance
from sections already responsible for various forms of personal data, such as the Tax Office.
The Ministry of Home Affairs (Kementerian Dalam Negeri), which stores the country’s identity
card data, reportedly had particular concerns that the bill would complicate its existing
responsibilities and accountabilities towards the data it stores (interview, 2019).
State interests show up in the bill in two main ways compared with the GDPR. First, the
latest draft proposes a softer regime of administrative sanctions only for state bodies, compared to potential fines and jail time for data breaches by the private sector or individuals.
The GDPR, in contrast, allows EU member states to decide themselves whether fines can be
imposed on public bodies. More importantly, the requirement for an independent data
privacy body has been replaced with a body under the authority of the Ministry of
Communication. This has proved an unpopular move with civil society activists (Sari 2020)
and represents a serious blow to the effectiveness and impartiality of a data protection
regime in the country, widening the scope for further politicisation.

International commercial interests
The bill’s progress through parliament also highlights the influence of commercial interests
on the country’s data governance regime. As the GDPR made its way through the European
parliament in 2012, those involved in its deliberation said that the lobbying they experienced
was the most intense of their career (Warman 2012). Big Tech lobbying from firms like Google
and Facebook is legendary in the EU and the US, where more than half a billion dollars has
been spent over the last 15 years (Polat 2020). A recent leak of Facebook documents showed
in detail the same lobbying strategies in other countries including Viet Nam, Brazil, India,
Malaysia, the UK and Canada (Goodwin, Campbell, and Skelton 2019).
In Indonesia, the US tech firms lobby through the US–ASEAN (Association of Southeast
Asian Nations) Business Council (ABC) and directly through the media, employing familiar
arguments about the dangers of privacy regulation for innovation, especially for small
digital start-ups (Pratomo 2019). They also requested exceptions for personal data that
has gone through some process of concealment, such as aggregation or pseudonymisation
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(Dzulfiqar 2020). These techniques only gain exception under the GDPR if re-identification
is impossible – a high bar to achieve.
While the transparency of these positions in the lobbying process is useful, in practice
many negotiations between Big Tech and governments happen in an ad hoc way behind
closed doors. This is especially the case internationally as their non-domicile status makes
it harder for government regulation to touch them. Tax bills, for example, are routinely negotiated on an ad hoc basis. One interviewee from an international platform company told
how they were called in to the tax office to answer questions about any work they did in the
country with Google as tax officials tried to estimate Google’s Indonesian profits. Another
example is the negotiations between Amazon and the Indonesian government over the
rolling back of the data localisation regulation in 2019, effectively favouring the Big Tech
companies. After the regulation was changed, the country’s Finance Minister quickly
announced to the press that Amazon had committed to spend US$1 billion on building data
centres in the next 10 years (Prihatin 2018). According to an interviewee close to the negotiations, Amazon had made no such agreement and was caught off guard by the announcement (interview, 2019). Given these examples, it is likely that such strategies of leverage,
public bluster and closed-door negotiation also occur around the PDP bill.

Domestic commercial interests
One element of the political economy of data governance that is different in the Global
South are the domestic commercial interests around the exploitation of personal data. Many
countries around the world have their own domestic competitors to Amazon and Uber, since
these are digital economy companies that nevertheless rely on familiar existing infrastructures – logistics, retail and passenger transport. This is different from Google and Facebook,
which seem to have no domestic competitors, except in China and Russia. However, since
Google and Facebook get over 83% and 99%, respectively, of their total revenue from digital
advertising (Johnston 2020; Forbes 2020), they should be seen not as search engines or
social media companies, but rather as data aggregators for digital advertising. This in turn
allows us to identify their domestic competitors as the local telecommunications companies
(telcos), particularly in countries with large populations who produce a lot of data.
Google and Facebook make up an estimated 65% of the digital advertising market across
Asia, and this percentage is growing (Simpson 2018). Indonesia’s telcos have nothing like
that share of digital advertising within the country but have declared themselves competitors
(Fauzan 2020a). Indeed, they have some benefits that the US firms do not. Since most
Indonesians access the internet through their mobile phones rather than land-based broadband, this gives the mobile phone networks access to the data attached to around 345
million mobile phone subscriptions in the country (International Telecommunication Union
(ITU) 2020). Another feature of the Indonesian market is that around 50% of the country’s
mobile phone users do not have smart phones. This has given the network providers access
to potential customers that Google and Facebook do not have. As anyone with an Indonesian
SIM card knows, this is exploited to the max with ‘geo-fencing’ advertising, where the telcos
provide location data to retailers who then send SMS promotions when the mobile phone
user is in the vicinity of a retail outlet. The telcos will also be in a better position than Google
and Facebook once Internet of Things products take off, as they own the network that all
these products will use.
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The mobile phone arm of the country’s largest telco, Telkomsel, with its almost 200 million
subscribers, are betting on digital advertising for their future. The company now provides
‘advance profiling’ services through its MSIGHT product, where brands can target customers
based on personal data ranging from age, gender, location and type of phone to browsing
history and types of apps downloaded (Silalahi 2017). There is also a product called MAXight
that groups the three largest mobile phone operators in Indonesia together onto one platform to provide similar insights (Yoga 2020). Like the US Big Tech companies, they use ‘aggregate’ data, grouping individuals into multiple, very specific categories rather than providing
individually identifiable data.
Telcos all over the world are turning to data analytics as their revenues from phone calls
fall in the face of wifi-enabled communication services like Whatsapp and Skype. In Indonesia
– as, I suspect, in much of the Global South – telcos take a more intrusive approach to advertising through techniques like geo-fencing and interstitial ads (ads that appear between
webpages as users browse) than in the West, although some of the same practices occur
the world over.
In the context of this article, the point is that domestic telcos have strong interests in
seeing a watered-down version of personal data protection legislation. US Big Tech undoubtedly have an influence on data governance regulations in the Global South, with their large
potential investment budgets and sophisticated lobbying strategies. In the current climate,
lawmakers all over the world are lining up to criticise the likes of Google, Amazon and
Facebook, at least publicly. This is certainly the case in Indonesia, as it also conveniently feeds
notions of economic nationalism.
However, it is these domestic telco interests that are likely to prove more decisive in the
deliberations over data privacy. This has so far been borne out in Indonesia as the telco
industry body, ATSI (Asosiasi Penyelenggara Telekomunikasi Seluruh Indonesia), seemed to
be lobbying in parliament for a two-tier system. In the bill’s first public hearing, ATSI’s head
highlighted the importance of aggregate data for the Indonesian telco industry’s future
profitability (Fauzan 2020b), cautioning that leaving it unregulated would allow foreign
companies to control the data market, benefiting big companies like Google (Merdeka
2020). Another indication of domestic commercial interests showing up in the deliberation
over the PDP bill is the request from the Association of Internet Providers (Asosiasi
Penyelenggara Jasa Internet – APJII) to remove the 2019 data localisation regulation that
favoured US Big Tech from the bill. Once enshrined into law, any future change to data
localisation would become more difficult to change than if it was kept as a government
regulation. All this prompted one of the legislative commission members to suggest further
talks with the government to clarify what the president meant by the term ‘data sovereignty’
(Faisal 2020) – a concept that featured heavily in the president’s 2019 state of the nation
address before the parliament. This all shows that in Indonesia domestic telcos are now
ramping up their data analysis as they move towards a new business model and lobby for
state protections in ways that are reminiscent of what happened in the US (Schiller 1999).
The US ‘information–intelligence complex’ describes lobbying relationships between
Big Tech and politicians, their involvement in government contracts, revolving doors
between commercial and government employees, and US state promotion and protection
of Big Tech at home and abroad. The Snowden revelations made real the suspicions about
data sharing with US intelligence, although it is difficult to prove one way or the other now
(Samuels 2019).
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In Indonesia, the telco that has developed its data profiling most is a subsidiary of the
state-owned Telkom. The degree to which the company shares data with security agencies
is not known, but state and political figures have previously made clear their expectations
that the company should act in the national interest. And since the country’s state intelligence bodies do not legally require a court mandate to intercept private communications
or data (Freedom House 2019), as the telcos’ data analysis becomes more sophisticated, it
can be speculated that the intelligence bodies will also benefit. Outside of the US, it is these
relationships and connections that form a different type of information–intelligence complex, albeit with the same ultimate goals.

Cybersecurity for whose security?
Different states have different priorities in their cybersecurity policies, between threats to
the state on the one hand and threats to individuals and businesses on the other (Klimburg
2012). Data breaches and cyber-attacks come in many forms and are widespread in every
country. They are most often aimed at private companies or individuals for profit, such as
‘ransomware’, where viruses are sent to disable computers until a payment is made, or ‘spyware’, used to steal an individual’s passwords. Cybersecurity also covers attempts to undermine state infrastructure or state-backed cyber espionage to steal commercial or government
information.
Despite the crucial importance of cybersecurity for Indonesia’s growing digital economy,
the balance in cybersecurity priorities is clearly in favour of state, military and political elite
interests. This can be seen in the recent process of forming a new cybersecurity agency –
Badan Siber dan Sandi Negara (BSSN). Indonesia’s political elite were profoundly shocked by
the Snowden revelations that their private communications had been bugged, and plans
began soon after to strengthen the nation’s cybersecurity capacities. However, recognising
the political power that a new cybersecurity agency could hold, its establishment became
a source of considerable contention between two existing bodies already responsible for
information control – the National Intelligence Agency (Badan Intelijen Negara – BIN) and
the Ministry of Communications.
The idea of a new cybersecurity agency was first pushed for in 2015 by the influential
Minister of Political, Legal and Security Affairs, Luhut Pandjaitan. Despite protestations from
both the Minister of Communications and the Head of BIN (Sarwanto 2015), it was decided
in 2016 to repurpose a small military institution (Lembaga Sandi Negara – Lemsaneg) that
had been formed in 1946 to send secret communications as part of the anti-colonial struggle
against the Dutch. After receiving official recognition through a presidential instruction in
2017, the new cybersecurity agency was officially named BSSN and given a direct line of
responsibility to the president. Background jockeying between BIN and BSSN continued
throughout 2017, resulting in the president making legal changes to both organisations’
cybersecurity responsibilities later in 2017 (Nathaniel 2018). The head of BSSN and the Minister
of Communication also publicly squabbled over which agency was responsible for monitoring
social media content, particularly fake news (‘hoax’) in the run up to the 2019 elections
(Bohang 2018). A layer of intrigue was added by local media speculating that the establishment of the BSSN played into existing elite factional politics, with the president seeking to
balance out the informational control of BIN and the Minister of Communications – both
headed by close confidants of the president’s rivals at the time (Wartakan 2019, Bohang 2018).
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This elite politicking and attempts to build power bases was also evident in BSSN’s first
order of business – the submission of a bill to parliament to expand and shore up its own
powers. The Cybersecurity Bill (RUU Ketahanan dan Keamanan Siber) took many by surprise
by being fast-tracked through parliament without government backing in 2019 just before
its dissolution for the elections. The vast majority of the bill concerned the expansion of
BSSN’s powers, giving it more independence from the president and ministries, strengthening its wiretapping and online content mediation powers, and obliging BIN to report its
cybersecurity activities to it (Hidayat 2019). The press reported bitter complaints from both
BIN and the business sector that they had not been involved in the drafting of the bill, with
a business representative stating that ‘cybersecurity is an issue that goes beyond the state
sector’ (CNN Indonesia, 2019).
Thus, we see Indonesia’s data security policies coordinated by a body that reflects its
military background in both its institutional culture and its senior appointments. This body’s
first priorities showed that the security its leaders had in mind was for its own survival based
on the most important information policy issue – protection of the political elite through
control of online information.
***
This section on Indonesia has illustrated the kind of insights on data governance that can
be gained from taking a deep dive into national contexts. Rather than presuming regulatory
voids, lags or chaos, which are ready to accept or reject international influences, this approach
reveals tight matrices of domestic interests around data regulation. We saw how the country’s
main cyber law, the ITE, evolved from an e-commerce bill to one protecting the state and
political elite interests as it filtered through the Ministry of Communications and the legislature, and was implemented through the judicial system. It revealed the importance of
domestic commercial interests in deliberations over the passage of the PDP bill, even as the
contents of the bill relied on elements of Europe’s GDPR. We also saw how the introduction
of a new cybersecurity body upset the delicate balance within the state ecosystem of institutions tasked with monitoring the wider information environment.

Conclusions
Is it possible to glimpse the broad contours of a ‘data realm’ for the Global South? Drawing from
the Indonesian case, in my view there is an instrumentalisation of data governance regulations
that reflects the same post-colonial political and economic conditions that define the Global
South. The economic nationalism apparent in wider dealings with the Global North are translated in the global information economy into data localisation regulations that are used as
bargaining chips in international trade deals. There are also indications that exceptions in
domestic personal data protection for domestic telcos’ data-driven business could feature,
whether in the letter of the law or more diffusely in its implementation. Similarly, the political
instrumentalisation of data governance regulations effectively means that the consumer or
privacy rights of ordinary individuals are relatively less protected compared to those of the
political elite or the security of state bodies and processes. This reflects relatively weak democratic institutions where the increasingly loud voice of civil society is ignored by the country’s
political elite.
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While these dynamics of economic nationalism and a self-interested political elite are
familiar traits in the Global South, the global information economy brings into play two new
features related to the ‘double duty’ of personal data. First, where data is now an economic
resource, its governance falls within the orbit of state institutions and practices evolved to
control information for nation-building in the context of the kind of ethnic or religious fragmentation that tends to follow post-colonial map-drawing.
Second is the absence of the Big Tech companies that populate analyses of the US ‘information–industrial complex’ describing the relationship between private-sector commercial
information companies and national security agencies. Like the governments of many other
countries, including the US (Deibert 2014), the Indonesian government has so far outsourced
some of its bulk data collection to surveillance companies (Freedom House 2019). As the
commercial incentives for domestic telcos to move into data analytics grow, new commercial
and security alliances could form within the domestic political economy. Already we see, in
the case of Indonesia, not just telco relationships but also closer links between the country’s
domestic platform companies and government, with the founder of online giant Go-Jek
taking a ministerial position in 2019, and co-founder of e-commerce unicorn Bukalapak
drafted into Telkomsel in 2020 to manage its data analytics.
What is clear is that far from being forced to choose one of the Chinese, US or EU data
realms, or having no real data governance regulations, Indonesia has its own logic driving
its data policies – even where elements of the GDPR are adopted into data regulation, or
concessions on data localisation are made in US trade deals. While some of the structural
constraints may be similar, there are of course substantial differences between countries of
the Global South in the ways they approach data regulation. India, for example, with its
relatively more developed information technology sector and educated workforce, is in a
better position than most to use its data localisation regulations to genuinely support a
domestic data sector rather than as a bargaining chip in wider trade negotiations. Viet Nam’s
data and tech regulation is heavily informed by its vulnerability in relation to its giant neighbour, China. Yet ‘good’ data regulation is often presented by international institutions as a
self-evident technocratic policy, devoid of politics. It is not, and the growing relevance of
personal data for security, economy and human rights means it is more important than ever
to understand their interconnections.
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